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ABSTRACT
Studies on brain biometrics have shown that electroencephalo-
gram (EEG) signals encourage more secure authentication. The
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signals against fraud attacks offer potential for highly secure
biometric systems. However, more studies are needed to
improve collectibility, stability, performance, and acceptability
of brain biometrics. EEG signals of healthy subjects were gen-
erally used in previous studies. However, adequate studies have
not been conducted on subjects who are not mentally healthy.
Moreover, EEG signals were usually recorded from healthy sub-
jects at resting, thinking, visual stimulation, and imagery states.
In this study, unlike other studies, photic stimuli with EEG data
were used for the first time in order to identify both subjects
with attention deficit hyperactivity disorder (ADHD) and healthy
subjects. In the proposed method, power densities of 1-49 Hz
frequencies of EEG segments were obtained by applying period-
ogram power spectral density estimation method using Kaiser
Window to raw EEG data. These values were used for training of
1D Convolutional Neural Network deep learning algorithms.
Classification success of the proposed method was measured
as 97.17%. These results proved that EEG data obtained from
subjects by applying photic stimuli can be used in EEG-based
identification systems.
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Introduction

Authentication and identification tools can be grouped into three general
categories. These are the tools that the user knows, owns, and the user himself
Gui et al. (2019). Although passwords and PIN codes are widely used in
authentication, there are always risks, such as oblivion or loss Soni, Somani,
and Shete (2016). Biometric authentication is the security process that verifies
an individual’s identity with unique physiological or behavioral characteristics.
Since these features are inherent physiological or behavioral parts of an
individual, they do not require memory and cannot be lost. Tools in this
category are safer than tools in the other two categories Hu (2009). However,
each of biometrics used in daily life, such as face, voice, fingerprint, and DNA,
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still has many potential security concerns due to the fact that their counterfeits
are produced and cannot be completely canceled, and vitality of individual
cannot be verified Puengdang et al. (2019). Therefore, interest in EEG signals
that reflect delicate differences in mental characteristics of subjects has
increased Cao and Jain (2016), Chaos Computer Club (2014), Jain, Ross, and
Prabhakar (2004), Marasco and Ross (2014).

Since EEG signals are typically used to analyze problems related to the
subject’s inner state of mind, this indicates the presence of unique patterns in
the subject. Also, since the brain is also highly individualized even on the same
task, it will not be possible to fake EEG recordings Valizadeh et al. (2018).
Because neuronal connection is unique for all subjects Zhao et al. (2010).
Moreover, a subject’s EEG is both stable and characterizes small personal
differentiation and large interpersonal differentiation (Ma et al. 2015).
Although brain biometry has many advantages, it has not yet been widely
adopted. Because more research is needed to improve the collectibility, per-
formance, and acceptability of brain biometry Gui et al. (2019). In studies
conducted so far, EEG data from open databases, which were generally used in
BCI studies, have been used frequently. These data were recorded during
specific mental tasks and resting states. Apart from these, VEP and ERPs
have also been used in identity verification systems. However, EEG records
were obtained without giving photic stimuli to the subjects participating in
these studies. Therefore, evaluation of the effect of the photic stimuli in EEG
authentication systems is still an important shortcoming Bidgoly, Bidgoly, and
Arezoumand (2020). Photic stimuli are the application of flashing light sti-
mulation at different frequencies to the subject during EEG recording. There
are differences in EEG signals taken under photic stimuli according to the
resting state. Also, when analyzing EEG recordings from subjects with ADHD,
significant differences were observed in the power density of the frequency
bands compared to healthy subjects McAuliffe et al. (2020).

EEG-based biometric studies in the literature that increasing identification
and authentication performance with various signal processing and classifica-
tion methods DelPozo-Banos et al. (2015), Gui et al. (2019), Moctezuma and
Molinas (2019), Puengdang et al. (2019), Zhang, Zhou, and Zeng (2017),
examining identification and verification performances in various recording
states, such as mental tasks, motor imagery, resting state Bajwa and Dantu
(2016), Fallani et al. (2011), Ma et al. (2015), Yang, Deravi, and Hoque (2018),
and reducing the number of electrodes and EEG data at acceptable recognition
accuracy levels Jayarathne, Cohen, and Amarakeerthi (2016), Ong, Saidatul,
and Ibrahim (2018).

Soni et al. proposed a framework for visual Evoked Potential (VEP) based
biometrics produced in response to a visual stimulus. They found that the
energy properties of the gamma band in VEP signals to be distinctive Soni,
Somani,and Shete (Soni, Somani, and Shete 2016). DelPozo-Banos et al. used
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the auditory evoked potentials (AEPs) database for authentication. In their
experiments, the authors demonstrated that the PSD EEG information below
40 Hz was unique enough to identify between subjects regardless of the
cognitive task or sensor location recorded DelPozo-Banos et al. (2015).
Puengdang et al. applied the steady-state visual evoked potential (SSVEP)
and event-related potential (ERP) properties to the long short term memory
(LSTM) network for identification from EEG signals. As an experimental
result, they achieved 91.44% success Puengdang et al. (2019). Moctezuma
et al. used event-related potentials (ERP) for identification in their studies.
Feature extraction was performed by empirical mode decomposition (EMD)
method. 4 properties per intrinsic mode functions were calculated, 2 energy
properties and 2 fractal properties. The authors have achieved 89% success in
the classification with Support vector machine (SVM) with these features
Moctezuma, andMolinas (Moctezuma and Molinas 2019). Zhang et al. used
the time, frequency and time-frequency properties of EEG signals from
a single channel for authentication. In the classification made with the ensem-
ble classification method, they reached an accuracy rate of 95.48% Zhang et al.
(2019). Zhang et al. performed the identification process with Neural Network,
Nearest Neighbor, Bagging, Random Forest and AdaBoost classifiers using
ECG/EEG signals. They reported that among these classifiers, random forest
achieved better results (98%) than others Zhang, Zhou, and Zeng (2017). Hu
et al. achieved 91% success in language motor imagery (MI) using the Artificial
Neural Networks algorithm in authentication using 4 different motor imagery
data, namely language, right hand, left hand and foot Hu (2009). Fallani et al.
obtained the dataset in their study from EEG signals recorded from 50 healthy
subjects with eyes open and closed at resting. The PSDs of the frequencies in
the range (1-40 Hz) were calculated by using 10-second segments of the
signals in the dataset. The authors obtained 40-element feature vectors with
PSDs. They used Naive Bayes classifier and k-fold cross validation. The eyes
closed resting state achieved the highest success (92% 02, 91% O1) with the
occipital electrodes Fallani et al. (2011). Yang et al. investigated the sensitivity
of EEG-based biometric recognition to the types of tasks that subjects must
fulfil while recording brain activities. The authors used a new wavelet-based
feature extraction algorithm to extract identification from a database of 109
subjects performing four different motor motion and visualization tasks. The
results showed that performance was not significantly affected when there
were differences between training and testing tasks Yang, Deravi, and Hoque
(2018). Ma et al. used resting EEG data with eyes open/closed. They used
Convolutioan]l Neural Network (CNN) to automatically feature and classify
EEG data. As a result, the classification accuracy of the CNN-based biometric
system was 88% Ma et al. (2015). Bajwa et al. applied discrete Fourier trans-
form and discrete wavelet transform to EEG signals of three visually stimu-
lated tasks from 120 subjects and obtained the energy bands of these signals.
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The obtained features achieved an authentication success of 91.05% by apply-
ing the support vector machine (SVM) Bajwa and Dantu (2016). In the
method proposed by Jayarathne et al., EEG signals were recorded by showing
numbers. In the training, 8 to 30 Hz Alpha and Beta frequency bands obtained
from EEG channels were used. The properties obtained from these bands were
applied to the linear discriminant analysis (LDA) classifier. Success was
achieved as 96.97% Rodrigues et al. (2016). Dai et al. used power spectral
density values of EEG signals for biometric authentication. Alpha, beta, theta,
alpha-beta, theta-alpha, beta-gamma PSD values were applied to the K nearest
neighbor (KNN) classifier. The accuracy was obtained as 89.21% Dai et al.
(2015).

In this study, unlike other studies, obtained from subjects given photic
stimuli EEG signals were authenticated with EEG data obtained by applying
seven different photic stimuli. Raw EEG signals received from 16 channels
with a sampling frequency of 500 Hz were divided into 3-s segments for this
process. 1-49 Hz power spectral density (PSD) values of each segment were
obtained by periodogram estimation method (PEM) using Kaiser Window.
The model was trained by applying these values to the 1D-CNN model
designed in the study. When the trained model was tested with the data
reserved for the test, an accuracy of 97.17% was obtained. The contributions
of this study are as follows:

a. The results showed that EEG data obtained by applying photic stimuli
subjects can be used in biometric identification systems.

b. Authentication was achieved with high accuracy by using the PSD values
of EEG signals with the designed 1D CNN deep learning model.

c. Contribution was made to improving the acceptability of EEG-based
authentication.

d. Although subjects were given stimulation at frequencies 5, 10, 15, 20, 25,
30, 33 Hz for authentication, the EEG segments were shown to be sufficiently
unique regardless of photic stimuli frequency.

The rest of the work was organized as follows. Detailed literature review is
given in Section 2. In Section 3, material and method of the proposed method
are explained in detail. Experimental results and discussion of the study are
given in Section 4. Finally, a brief conclusion is given in Section 5.

Materials and methods
Proposed model

The block diagram of the EEG-based authentication system proposed in this
study is shown in Figure 1. The proposed system consists of three stages. In
the first stage, RAW EEG records were obtained by applying photic stimuli
from the subjects. In Stage 1, 16-channel EEG recordings were obtained from
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Figure 1. Proposed EEG-based authentication system block diagram.

electrode pairs by applying a longitudinal bipolar montage of 18 active
electrodes. In the second stage, the power spectral densities of each RAW
EEG data were obtained by the PEM using the Kaiser window. In Stage 3,
these data were applied to deep learning model designed in the study.
Authentication of ADHD and healthy subjects was performed with deep
learning model.

EEG recordings

In this study, retrospective EEG records at Kutahya Health Sciences University
Neurology Clinic Evliya Celebi Research and Application Hospital were used.
These records belong to 16 subjects, 8 females and 8 males, aged 7-18. EEG
data were recorded by applying 5-10-15-20-25-30-33 Hz photic stimuli with
eyes open and eyes closed. In photic stimuli, subjects were laid on their backs.
A LED lamp that can produce light at various frequencies was used. Electrodes
were placed according to international 10-20 system standards. EEG record-
ings of the 16-channel Nihon Kohden device with 500 Hz sampling Fp1-F7,
F7-T3, T3-T5, T5-01, Fpl-F3, F3-C3, C3-P3, P3-0O1, Fp2-F4, F4-C4, C4-P4
P4-02, Fp2-F8, F8-T4, T4-T6, T6-O2 channel pairs. EEG signals from 16
subjects were obtained by shifting the signal in 3-s segments. The dataset of the
study with a total of 14,336 3-s EEG signal segments was obtained by using
these augmented signals.
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Power spectral density estimation using the periodogram power spectral
density estimate method using the Kaiser window

Periodogram was used to obtain the PSD of the EEG signals. Periodogram is
obtained by nonparametric Fourier transform (Leracitano et al. 2019). The
transformation is in a biased estimate of the autocorrelation sequence struc-
ture. Equation 1 is used to obtain the periodogram of the signal:

-1
xL(n)e_ﬂ”f”/Fs
n=0

1
~ LF,

Pre(f) (1)

In Equation 1, Fs is the sampling frequency, X(n) is the input signal, L is the
length of the signal and Pxx(f) is the periodogram of the signal.

In the proposed method in the study, Kaiser Window was used as window-
ing. The coefficients of a Kaiser window are obtained by Equation 2:

oy ()
IoB

In Equation 2, I denotes the zeroth order modified Bessel function (f3) of the
first type of the signal of length L = N + 1. The spectrum of a finite-length
signal typically exhibits side lobes due to their discontinuity at the extremes.
Window function w(n) reduces discontinuities and decreases the spread of
spectral energy of spectrum Kaiser (1974).

(2)

w(n) =

Designed 1D CNN architecture

CNN is a type of neural network widely used in image processing, signal
processing, and classification tasks. In this study, 1D CNN model was designed
for the authentication of healthy subjects and subjects with ADHD. The
developed model had 1-dimensional convolution, rectified linear unit (Relu),
and dense layers.

The first layer in the 1D-CNN model was the convolutional layer. The
feature vector was applied to the network as input in this layer. The network
learns the R parameter to map the inputs to the T estimate, according to the
hierarchical feature extraction given in Equation 3.

T =F(X |R) = fL(... f2(f1(X | R1) | R2) | RL (3)

In Equation 3, the number of hidden layers in the network is given as L. For
convolutional layers, the operation of the first layer can be expressed by
Equation 4.

Tl = fI(X] | Rl) = h(W © X1 4 b), Rl = [W, b] (4)
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Figure 2. Proposed 1D-CNN architecture.

In Equation 4, ® indicates the convolution operation. X1 is a one-dimensional
input matrix of the feature map. W is the core set used to extract a new feature
set from the input sequence. b is the bias value and h is the activation function.
The output of the convolutional layer was then flattened. Relu normalization
layers were used in the model to normalize the activations of the previous layer
after each convolutional process.

In the Fully Connected Layer (FCL) layer, the feature map is transformed
into a single column vector and was applied to fully linked layers. The data in
the last Relu layer is used as input to the fully connected layer. These opera-
tions are defined by Equation 5, where W weights, X1 represents the input
vector of FCL layer, b bias value and h activation function Sun, Lo, and Lo
(2019).

Tl = fI(XI | Rl) = h(WXI + b), R = [W, b] 5)

The last layer of the model is the softmax layer. Authentication is performed
on this layer with the data coming from FCL.

Obtaining the optimum model was carried out with different trials in the
number of layers and hyper-parameters. After many adjustments were per-
formed with brute force technique, the number of layers of the 1D-CNN
model and the parameters of these layers were found. Optimum accuracy
was obtained by deciding the architecture of the layers and the parameters
using validation. The CNN architecture shown in Figure 2 was determined by
offline experiments. PSD values with 49 elements form the input layer of the
1D-CNN model. This model was trained using adaptive moment estimation.
The network consists of a Relu and a convolution layer each. The filter size of
the first convolution layer was set to 10 x 182 and the filter size of the second
convolution layer was set to 5 x 384. This was followed by 2 fully connected
layers of 384 and 16 dimensions, a softmax layer and an output layer, respec-
tively. The settings for the parameters of the proposed 1D-CNN model were as
follows: initial learning rate = 0.01, minibatch size = 128, max epoch = 1200
and the stochastic gradient descent with momentum (SGDM) optimizer
trained. Training was stopped after the maximum number of epochs was
reached.
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Experimental results and discussion

In the experiments to prove the success of the proposed method, firstly,
frequency conversion of RAW EEG signals was performed. PEM method
using the Kaiser Window to the segments consisting of EEG raw data of 16
channels was used in frequency transform. PSD values between 1 and 49 Hz
were calculated by PEM method. Values calculated in this range include
important properties of frequency strengths in the EEG signal. Moreover,
this frequency range includes PSD values of delta, theta, alpha, beta and
gamma bands. PSD values of all bands were applied to 1D-CNN model and
features in the entire range were used in classification. The input vector to be
applied to the classifier was composed of 49 spectral power values for the input
set to be applied to the classifier, 14,336 samples were prepared. These samples
included PSD values of EEG recordings obtained by applying photic stimuli at
different frequencies.

The dataset used in the proposed method was randomly selected as 60% for
training, 20% for validation, and 20% for testing. The dataset contains equal
amounts of data for ADHD and healthy subjects. Similarly, the data distribu-
tion of normal and ADHD subjects in the training, validation, and test set was
arranged as balanced. 8602 of the 14,336 samples prepared were reserved for
the training set. The remaining 2867 samples were reserved for the validation
and the rest of the 2867 samples reserved for test set. The training set was
applied to the designed CNN model to classify digital identities from EEG
signal.

When the EEG signals with photic stimuli was applied, the graph of the
signal with photic stimuli obtained is shown in Figure 3. (Figure 3(a)) shows
the raw EEG signals obtained from the FP2-F8 channel. In (Figures 3(b)),1-
49 Hz PSD values obtained by applying the PEM using the Kaiser Window
method of these signals are shown.

40

20

-20

o B N W B U

-40 1 4 7 1013161922252831343740434649

Subject with ADHD

Healthy Subject

Subject with ADHD

(@) (b)

Figure 3. FP2-F8 channel EEG data from subject with ADHD and healthy subject (photic stimuli:
15 Hz, eyes closed): (a) raw EEG signals and (b) PSD values.

Healthy Subject
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Figure 3 shows the PSD values of a single channel. PSD values obtained
from other channels also have the same characteristics. In the literature, it was
stated that there was an increase in the alpha band power values in the EEG
signals of subjects with ADHD McAuliffe et al. (2020). Despite the differences
in PSD values between ADHD and healthy subjects, it has been shown that
biometric authentication can be performed on subjects with ADHD.

When the photic stimulated EEG data of 1433 in 2867 healthy people in the
test set of the study were applied to the trained model, the results obtained are
presented in Table 1. Healthy subjects were labeled with the SH labels in this
table. By applying the labeled test data to the proposed model, the highest
success (100%) was obtained from SH3 subject. The lowest success was
obtained from SH7 (92.73%). The overall success was 96.99%. In total, 43 of
1433 test data in healthy subjects were classified as wrong class.

Other 1434 of 2867 photic stimulated EEG data in the test set of the study
are belong to subjects with ADHD. The distribution of these data is presented
in Table 2. Subjects with ADHD in the table were labeled with the SA labels. By
applying the labeled test data to the proposed model, the highest success
(100%) was obtained from SA4 and SA6 subjects. The lowest success was
obtained from SA2 (92.77%). Overall success was 97.35%. In total, 38 of 1434
test data were classified as wrong class in subjects with ADHD.

Table 1. The authentication success of the method suggested per healthy test

samples.

Healthy subject Misclassified samples Samples Test accuracy (%)
SH1 3 180 98.33
SH2 2 179 98.88
SH3 0 179 100
SH4 6 179 96.64
SH5 9 179 94.97
SH6 7 179 96.08
SH7 13 179 92.73
SH8 3 179 98.32
SHM 43 1433 96.99

Table 2. The authentication success of the method suggested per with ADHD test

samples.

Subject with ADHD Misclassified samples Samples Test accuracy (%)
SA1 4 180 97.77
SA2 13 180 92.77
SA3 3 179 98.32
SA4 0 179 100
SA5 5 179 97.20
SA6 0 179 100
SA7 9 179 94,97
SA8 4 179 97.76
SAM 38 1434 97.35




1416 0. KASIM AND M. TOSUN

The overall accuracy of the proposed method was calculated as 97.17%
in the subjects who received photic stimuli. High success was achieved in
the classification made with the dataset obtained with photic stimuli at
different frequencies. This indicates that although the photic stimuli fre-
quencies are different, the individual uniqueness of the EEG signals is
preserved.

In the biometric studies in the literature, artifact-free EEG signals were
generally studied in the resting state Bidgoly, Bidgoly, and Arezoumand
(2020), Da Silva Junior et al. (2019), Lozoya-Santos et al. (2019). Gamma
band in VEP signals was used in methods that were authenticated by extract-
ing features with PSD Soni, Somani, and Shete (2016). Also, AEP and SSVEP
signals were also studied DelPozo-Banos et al. (2015). Puengdang biometric
classification was performed with LDA using Alpha and Beta bands
Jayarathne, Cohen, and Amarakeerthi (2016). In addition, PSD values of 1-
40 Hz frequency range were used for biometric classification in healthy sub-
jects Fallani et al. (2011). Further, authentication studies were also carried out
with methods containing internal stimuli such as motor imagery in studies
Chakladar et al. (2021).

Valsaraj et al. (2020), Yang (2020). We used PSD values at frequencies (1-
49 Hz) including all bands (delta, theta, alpha, beta, and gamma) for biometric
classification. EEG signals recorded under photic stimuli with different fre-
quencies were used for authentication, unlike other authentication methods.
In the proposed method, not only healthy subjects but also subjects with
ADHD were included in the experiment to demonstrate the feasibility of
authentication from EEG signals recorded under photic stimuli. Experiment
results are shown in Table 1 and Table 2. These results proved the robustness
of authentication under photic stimuli.

Conclusion

In this article, we proposed a successful method for EEG-based authentication
of photic stimuli subjects. The features of the EEG signals were obtained with
the PEM method with the Kaiser Window. These features were applied to the
1D-CNN algorithm. Unlike other studies, EEG signals obtained by applying
photic stimuli at seven different frequencies were used for the first time in
EEG-based authentication. In the obtained experimental results, high accuracy
values were achieved regardless of photic stimuli. Even if the photic stimuli
frequencies change, the personal uniqueness of the EEG signals was preserved.
Performance measurements of the proposed method showed that identity
verification from EEG signals obtained by applying photic stimuli is proved
by experimental results. This result makes authentication robust from EEG
signals to be made under photic stimuli.
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